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Chapter 1

Introduction

The Extendable Mobile Ad-hoc Network Emulator (EMANE) is an open source! framework which provides
wireless network experimenters with a highly flexible modular environment for use during the design, de-
velopment and testing of simple and complex network architectures. EMANE provides a set of well-defined
APIs to allow independent development of network emulation modules, emulation/application boundary
interfaces and emulation environmental data distribution mechanisms.

,_____l,_____l,_____l,_____lsmaneeventd

Transport Daemon Transport Daemon Transport Daemon Transport Daemon Y
| Transport | Transport | Transport | Transport foptiana)
|implementation l |Implementation | Implementation I |Implementation l

| ! ! A | |

| All
Platform

| Elements _
|
| [ o ]|

Service | |:

PHYI
&

=
=
s
=4
=

Network Adapter|

‘ Network Adapter

| MACI

Event
Service

Platform
| Elements

Event Server

‘ OTA Adapter

OTA Manager Channel
(Peer Platiorm NEM Servers)

Figure 1.1: EMANE component diagram.

1EMANE is released under the BSD license.



2 CHAPTER 1. INTRODUCTION

1.1 Overview

A Network Emulation Module (NEM) is a logical component that encapsulates all of the functionality nec-
essary to emulate a particular type of network technology. Each NEM is composed of plugin instances that
are layered and interconnected to form an emulation stack. There are three types of NEM layers: Medium
Access Control (MAC) Layer, Physical (PHY) Layer, and Shim Layer.

Emulation/application boundary interfaces provide the functionality responsible for transferring data be-
tween the emulation and application domain. The application domain refers to entities running during the
experiment which are not part of EMANE. The application domain includes, but is not limited to, user
space processes, kernel space processes, network appliances or any other device, system, or component that
is not operating on behalf of or as part of EMANE. Emulation/application boundary interfaces are referred
to as transports.

Emulation environmental data, such as pathloss information and GPS location information, are opaquely
distributed in realtime to one or more targeted EMANE plugin components. These emulation data messages
are referred to as events. Events can be generated using either an EMANE framework API or via a library
interface. The EMANE framework provides an API that can be used to develop plugins which generate
events based on experiment scenarios. These plugins are referred to as event generators. Additionally, a C
language library API (libemaneeventservice) is provided to allow development of applications with embedded
event generation capabilities.

Emulation environmental data can traverse the emulation/application boundary using agents that trans-
late emulation domain data into application domain data. These agents are referred to as event agents.
Event agents facilitate the reuse of any experiment scenario information propagated via an event that is
of interest outside of the emulation domain. For example, position information contained in the EMANE
Location Event which is used by some PHY layers to compute pathloss may also be of interest to application
domain entities that require GPS location.

The key to the flexibility of EMANE is the use of application build factories to determine which emu-
lation plugin components to instantiate and where they reside once deployed. Each instantiated plugin
component belongs to a type specific component container. There are four types of component containers
that can be configured to create and manage a variable number of plugin component instances:

e The NEM Platform Server creates and manages network emulation modules.
e The Transport Daemon creates and manages emulation/application boundary interfaces.
e The Fvent Service creates and manages emulation event generators.

e The Fvent Daemon creates and manages event agents that bridge emulation environmental data be-
tween the emulation and application space.

The collective organization and placement of component containers and plugins is referred to as the EMANE
deployment. There are three types of EMANE deployments: centralized, distributed, and hybrid.

The goal of this manual is to introduce the EMANE framework and each of the components that com-
prise the standard EMANE distribution through a series of hands on demonstrations using the EMANE
Demo Virtual Machine.

1.2 EMANE Demo Virtual Machine

The EMANE Demo Virtual Machine is a 32 bit RPM based Linux VM fully configured with the latest
EMANE release and the latest EMANE User Manual Demonstrations. Any modern Linux installation with
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Ixc Linux Container? support running the latest EMANE release will be able to execute the EMANE User
Manual demonstrations.

Each demonstration makes use of Linux Containers to create lightweight virtual nodes. Each container
node is assigned their own Network and PID namespace to provide network stack and process isolation.
Each demonstration configures the containers and the applications running in each container node respec-
tive to the features and mechanisms being demonstrated. Additionally, each container node is running an
SSH server to allow hands on interaction and examination during the demonstration. Each container has
a configured back-channel interface which is used to command and control the container. Figure 1.2 shows
the demonstration node network diagram. In some demonstrations the back-channel interface is also used
as the EMANE Over-The-Air interface and the EMANE Event interface. Table 1.1 lists the demonstration
node back-channel addresses.

Table 1.1: Demonstration node back- Table 1.2: Demonstration node emulation
channel interfaces. boundary interface addresses.
Back Channel Wireless
NEM Id | Host Name | Address NEM Id | Host Name | Address
1 node-1 10.99.0.1 1 radio-1 10.100.0.1
2 node-2 10.99.0.2 2 radio-2 10.100.0.2
3 node-3 10.99.0.3 3 radio-3 10.100.0.3
4 node-4 10.99.0.4 4 radio-4 10.100.0.4
5 node-5 10.99.0.5 5 radio-5 10.100.0.5
6 node-6 10.99.0.6 6 radio-6 10.100.0.6
7 node-7 10.99.0.7 7 radio-7 10.100.0.7
8 node-8 10.99.0.8 8 radio-8 10.100.0.8
9 node-9 10.99.0.9 9 radio-9 10.100.0.9
10 node-10 10.99.0.10 10 radio-10 10.100.0.10

Depending on the transport used by a specific demonstration, the demonstration node interface used as the
emulation/application boundary will differ but the address assigned will remain the same. Demonstrations
using the Virtual Transport will assign addresses on the 10.100.0.0/24 network to emane0. Demonstrations
using the Raw transport will assign the same addresses to ethl. Table 1.2 lists the emulation/application
boundary interface addresses.

node-server

10.99.0.100/24

Back Channel Network; 10.99.0.0/24
) Emulated Network: 10,100.0.0/24
&

bro
etho etho etho etho etho etho etho etho etho etho
g 0O O O O O 0O O O L
— M =, — M =, =, = — — M 1 =

node-1 node-2 node-3 node-4 node-5 node-6 node-7 node-8 node-9 node-10
10.99.0.1/24 10.99.0.2/24 10.99.0.3/24 10.99.0.4/24 10.99.0.5/24 10.99.0.6/24 10.99.0.7/24 10.99.0.8/24 10.99.0.9/24 10.99.0.10/24

10.100.0.1/24 10.100.0.2/24 10.100.0.3/24 10.100.0.4/24 10.100.0.5/24 10.100.0.5/24 10.100.0.7/24 10.100.0.8/24 10.100.0.8/24 10.100.0.10/24

=0

“irtual Transport demonstrations use emane0 for 10.100.0.0/24
Raw Transport demonstrations use ethl for 10.100.0.0/24

Figure 1.2: Demonstration node network diagram.

2http ://1xc.sourceforge.net
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4 CHAPTER 1. INTRODUCTION
1.3 EMANE Deployment Diagrams

Each of the EMANE demonstrations found throughout this manual contain EMANE Deployment Diagrams.
These diagrams use a set of icons to convey certain aspects of EMANE deployments. Deployment diagrams
depict NEM Platforms and their contents along with Transport Daemons and their contents. Deployment
diagrams do not convey topology or routing information about the wireless network or networks being
emulated. Figure 1.3 shows the deployment diagram key.
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(Hosting 1 NEM) (Hosting 1 Transport)
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Transport Daemon
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(Hosting 4 NEM)

Figure 1.3: EMANE Deployment Diagram Key.
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Chapter 2

Infrastructure Basics

Designing an EMANE experiment first starts with selecting the appropriate NEM(s) necessary to accomplish
the experiment objectives. For illustrative proposes, we will be examining a simple four node Bypass NEM
experiment in order to introduce the various aspects of EMANE deployments. The deployment diagrams
shown in Figure 2.1 and Figure 2.2 depict a centralized and distributed EMANE deployment, respectively.
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Figure 2.1: Four node centralized deployment. Figure 2.2: Four node distributed deployment.

2.1 NEM Platform Server

NEMs are created and managed by an NEM Platform Server. NEMs managed by the same NEM Platform
Server are referred to as being part of the same platform. The determination as to how many NEM platforms
are required to support a given emulation experiment is a function of the number of NEMs, the complexity
of the emulation modules, and the processing and memory resources available.

Inter-NEM communication is manged by the NEM Platform Server. NEMs belonging to the same plat-
form use thread shared memory message passing. NEMs belonging to different platforms communicate
using a multicast channel referred to as the Over-The-Air (OTA) Channel. The EMANE infrastructure
delivers all OTA messages to every NEM participating in the emulation. This provides the opportunity to
model more complex PHY phenomena such as RF interference.

7
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NEM Platform Servers instantiate one or more NEMs based on an XML configuration file. The NEM
Platform Server application is named emane and the NEM Platform Server configuration file is referred to
as the Platform XML. Deploying a centralized, distributed, or hybrid EMANE emulation experiment is a
function of the configuration contained within one or more platform XML files. Listing 2.1 shows the man
page entry for the emane application.

A centralized deployment is one in which there is a single NEM Platform Server that instantiates all of
the NEMs contained in the deployment.

A distributed deployment is one in which there are multiple NEM Platform Servers each containing a single
NEM instance. In a distributed deployment the number of NEM Platform Servers equals the number of
NEMs in the deployment.

A hybrid deployment is one in which there are multiple NEM Platform Servers, with at least one con-
taining multiple NEM instances.

emane (1) emane (1)

NAME
emane - EMANE Platform NEM Server

SYNOPSIS
emane [OPTIONS]... CONFIG_URI

DESCRIPTON
emane is the Platform NEM server application that creates and manages
one or more NEMs. Each NEM is connected to a transport that facilitates
the opaque packet entry/exit point for the NEM network stack. Communi-
cation between NEMs contained in the same emane platform is done inter-
nal to the platform. Communication between multiple emane platforms is
done using the Over-The-Air (O0TA) multicast channel.

CONFIG_URI is the XML containing the Platform NEM Server configuration.

OPTIONS
The following options are supported:

--version
Display version and exit

--loglevel [0,4]
Set the current application log level.
0 - No Logging
1 - Abort Level
2 - Error Level
3 - Stat Level
4 - Debug Level

--logserver DESTINATION:PORT
Enable remote logging and direct all 1logging messages to the
given endpoint.

--realtime
Run with realtime priority and SCHED_RR. Must have superuser
privilege.

--logfile FILE
Log to a file

--daemonize
Run EMANE in the background

--syslog
Log to syslogd

Listing 2.1: emane man page entry.
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2.1. NEM PLATFORM SERVER 9
2.1.1 Centralized Deployment Example

The centralized deployment depicted in Figure 2.1 can be instantiated using the platform XML shown in
Listing 2.2. A single NEM Platform Server will instantiate four instances of the NEM defined via the bypass-
nem.zml configuration file. All emulation functionality will be performed by a single server. In this example,
the NEM Platform Server host name is node-server. The four NEMs it will instantiate are highlighted
in yellow. The NEMs are assigned ids 1, 2, 3 and 4, respectively. The platform XML also specifies that
the emulation/application boundaries associated with the four NEMs will be residing on node-1, node-2,
node-3, and node-4, respectively.

<?xml version="1.0" encoding="UTF-8"?7>
<!DOCTYPE platform SYSTEM "file:///usr/share/emane/dtd/platform.dtd">

<platform name="Platform 1" id="1">

<param name="otamanagerchannelenable" value="off"/>

<param name="eventservicegroup" value="224.1.2.8:45703"/>

<param name="eventservicedevice" value="1lo"/>

<nem name="NEM-1" id="1" definition="bypassnem.xml">
<param name="platformendpoint" value="node-server:8201"/>
<param name="transportendpoint" value="node-1:8301"/>
<transport definition="transvirtual.xzml">
<param name="address" value="10.100.0.1"/>
<param name="mask" value="255.255.255.0"/>
</transport>

</nem>

<nem name="NEM-2" id="2" definition="bypassnem.xml">
<param name="platformendpoint" value="node-server:8202"/>
<param name="transportendpoint" value="node-2:8302"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.2"/>
<param name="mask" value="255.255.255.0"/>
</transport>

</nem>

<nem name="NEM-3" id="3" definition="bypassnem.xml">
<param name="platformendpoint" value="node-server:8203"/>
<param name="transportendpoint" value="node-3:8303"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.3"/>
<param name="mask" value="255.255.255.0"/>
</transport>

</nem>

<nem name="NEM-4" id="4" definition="bypassnem.xml">
<param name="platformendpoint" value="node-server:8204"/>
<param name="transportendpoint" value="node-4:8304"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.4"/>
<param name="mask" value="255.255.255.0"/>
</transport>

</nem>

</platform>

Listing 2.2: NEM Platform Server configuration for Figure 2.1.

Since all four NEMs contained in this experiment reside in a single NEM Platform Server there is no need
to enable the OTA Manager Channel. Line 5 of Listing 2.2 disables the OTA Manager Channel by setting
the otamanagerchannelenable parameter to off.

Additionally, for the purposes for this experiment, emulation events will be generated locally on the same
server that is hosting the NEM Platform Server. Lines 6-7 of Listing 2.2 configure the Event Service Channel
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and associate the channel with the loopback interface using the eventservicegroup and eventservicedevice
parameters.

2.1.2 Distributed Deployment Example

The distributed deployment depicted in Figure 2.2 can be instantiated using the platform XML show in
Listings 2.3, 2.4, 2.5, and 2.6. Four NEM Platform Servers will each instantiate a single instance of the NEM
defined via the bypassnem.xml configuration file. In this example, node-1, node-2, node-3, and node-4
each host an NEM Platform Server containing a single NEM. Each node also hosts an emulation/application
boundary. Since both the NEM Platform Server and the emulation/application boundary reside on the same
host they can communicate via their respective host’s loopback interface.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE platform SYSTEM "file:///usr/share/emane/dtd/platform.dtd">
<platform name="Platform 1" id="1">

<param name="otamanagerchannelenable" value="on"/>

<param name="otamanagerdevice" value="eth0"/>

<param name="otamanagergroup" value="224.1.2.8:45702"/>

<param name="eventservicegroup" value="224.1.2.8:45703"/>

<param name="eventservicedevice" value="eth0"/>

<nem name="NEM-1" id="1" definition="bypassnem.xml">

<param name="platformendpoint" value="localhost:8201"/>
<param name="transportendpoint" value="localhost:8301"/>
<transport definition="transvirtual.xml">

<param name="address" value="10.100.0.1"/>

<param name="mask" value="255.255.255.0"/>
</transport>
</nem>

</platform>

Listing 2.3: NEM Platform Server 1 configuration for Figure 2.2.

<?7xml version="1.0" encoding="UTF-8"?7>
<!DOCTYPE platform SYSTEM "file:///usr/share/emane/dtd/platform.dtd">
<platform name="Platform 2" id="2">

<param name="otamanagerchannelenable" value="on"/>

<param name="otamanagerdevice" value="eth0"/>

<param name="otamanagergroup" value="224.1.2.8:45702"/>

<param name="eventservicegroup" value="224.1.2.8:45703"/>

<param name="eventservicedevice" value="eth0O"/>

<nem name="NEM-2" id="2" definition="bypassnem.xml">

<param name="platformendpoint" value="localhost:8201"/>
<param name="transportendpoint" value="localhost:8301"/>
<transport definition="transvirtual.xzml">

<param name="address" value="10.100.0.2"/>

<param name="mask" value="255.255.255.0"/>
</transport>
</nem>

</platform>

Listing 2.4: NEM Platform Server 2 configuration for Figure 2.2.
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<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE platform SYSTEM "file:///usr/share/emane/dtd/platform
<platform name="Platform 3" id="3">
<param name="otamanagerchannelenable" value="on"/>
<param name="otamanagerdevice" value="eth0"/>
<param name="otamanagergroup" value="224.1.2.8:45702"/>
<param name="eventservicegroup" value="224.1.2.8:45703"/>
<param name="eventservicedevice" value="eth0"/>

<nem name="NEM-3" id="3" definition="bypassnem.xml">

<param name="platformendpoint" value="localhost:8201"/>
<param name="transportendpoint" value="localhost:8301"/>
<transport definition="transvirtual.xml">

<param name="address" value="10.100.0.3"/>

<param name="mask" value="255.255.255.0"/>
</transport>
</nem>

</platform>

.dtd">

Listing 2.5: NEM Platform Server 3 configuration for Figure 2.2.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE platform SYSTEM "file:///usr/share/emane/dtd/platform
<platform name="Platform 4" id="4">
<param name="otamanagerchannelenable" value="on"/>
<param name="otamanagerdevice" value="eth0"/>
<param name="otamanagergroup" value="224.1.2.8:45702"/>
<param name="eventservicegroup" value="224.1.2.8:45703"/>
<param name="eventservicedevice" value="eth0"/>

<nem name="NEM-4" id="4" definition="bypassnem.xml">

<param name="platformendpoint" value="localhost:8201"/>
<param name="transportendpoint" value="localhost:8301"/>
<transport definition="transvirtual.xml">

<param name="address" value="10.100.0.4"/>

<param name="mask" value="255.255.255.0"/>
</transport>
</nem>

</platform>

.dtd">

Listing 2.6: NEM Platform Server 4 configuration for Figure 2.2.

The four NEM Platform Servers contained in this experiment use the OTA Manager Channel to communi-
cate. Lines 4-6 of Listings 2.3, 2.4, 2.5, and 2.6 enable and configure the OTA Manager Channel using the

otamanagerchannelenable, otamanagerdevice, and otamanagergroup parameters.

Additionally, since there is more than one NEM Platform Server the Event Service Channel must be associ-
ated with an interface that is routeable between them. Lines 7-8 of Listings 2.3, 2.4, 2.5, and 2.6 configure
the Event Service Channel and associate the channel with the ethO interface using the eventservicegroup

and eventservicedevice parameters.

2.1.3 NEM Platform Server Configuration Parameters

2.1.3.1 otamanagergroup

The Over-The-Air (OTA) Channel mulitcast endpoint used to communicate between multiple NEM Plat-

form Servers in an EMANE deployment.
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Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="otamanagergroup" value="224.1.2.8:45702">

Parameter value format description:
<IPv4 Multicast Group>:<Port> | <IPv6 Multicast Group>/<Port>

Name Description
IPv4 or IPv6 Multicast Address Over-The-Air Channel multicast group
Port Over-The-Air Channel UDP port

2.1.3.2 otamanagerdevice

The network device to associate with the OTA Manager Channel multicast endpoint. If missing, the kernel
routing table is used to route multicast joins and packet transmissions.

Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="otamanagerdevice" value="eth0O"/>

2.1.3.3 otamanagerchannelenable

Enable or disable the OTA Manager Channel. When disabled, there is no inter-NEM Platform Server com-
munication and only NEMs managed locally by a single NEM Platform Server will be able to communicate.

Type: Boolean
Range: [off, on]
Default: on
Count: 1

XML Format: <param name="otamanagerchannelenable" value="on"/>

2.1.3.4 eventservicegroup

The Event Service Channel mulitcast endpoint used to communicate events between EMANE components
in an EMANE deployment.

Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="eventservicegroup" value="224.1.2.8:45703">
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Parameter value format description:
<IPv4 Multicast Group>:<Port> | <IPv6 Multicast Group>/<Port>

Name Description

IPvj or IPv6 Multicast Address Event Service Channel multicast group
Port Event Service Channel UDP port

2.1.3.5 eventservicedevice

The network device to associate with the Event Service Channel multicast endpoint. If missing, the kernel
routing table is used to route multicast joins and packet transmissions.

Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="eventservicedevice" value="ethO"/>

2.1.3.6 debugport

NEM Platform Server telnet debug port UDP port.

Type: Unsigned 16 bit Integer
Range: [0, 65535]

Default: 47000

Count: 1

XML Format: <param name="debugport" value="47000"/>

2.1.3.7 debugportenable

Enable or disable the NEM Platform Server telnet debug port.

Type: Boolean
Range: [of£f, on]
Default: off
Count: 1

XML Format: <param name="debugportenable" value="off"/>

2.1.4 Shared Configuration Parameters

The platformendpoint and transportendpoint configuration parameters are shared by both the NEM
Platform Server and the emulation/application boundary. The platformendpoint configuration parame-
ter names the socket address to which the NEM Platform Server’s NEM binds to receive traffic from the
emulation/application boundary instance. The boundary instance sends all traffic to this address. The
transportendpoint configuration parameter names the socket address to which the emulation/application
boundary binds and to which the NEM instance sends all of its traffic. Figure 2.3 illustrates the parameter
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relationships. The NEM Platform Server and emulation/application boundary require both parameters and
the values must be the same for both.

Transport Daemon
(Hosting 1 Transport)

Binds to the fransportendpoint address
Sends to the platfromendpoint address

Binds to the platfromendpoint address
Sends to the transportendpoint address

—

NEM Platform Server
(Hosting 1 NEM)

Figure 2.3: platformendpoint and transportendpoint.

2.1.4.1 platformendpoint

The endpoint that an NEM should bind to in order to receive messages from its respective emulation/appli-

cation boundary. The address an emulation/application boundary instance sends to when communicating
with its respective NEM.

Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="platformendpoint" value="node-server:8201"/>

Parameter value format description:

<IPv4 Unicast Address>:<Port> | <IPv6 Unicast Group>/<Port>

Name Description
IPv4 or IPv6 Unicast Address NEM bind address and emulation/boundary send address
Port UDP port

2.1.4.2 transportendpoint

The endpoint that an emulation/application boundary should bind to in order to receive messages from its
respective NEM. The address an NEM instance sends to when communicating with its respective emula-
tion/application boundary instance.



2.2. TRANSPORT DAEMON 15

Type: String
Range: N/A
Default: N/A
Count: 1

XML Format: <param name="transportendpoint" value="node-1:8301"/>

Parameter value format description:

<IPv4 Unicast Address>:<Port> | <IPv6 Unicast Group>/<Port>

Name Description
IPv/ or IPv6 Unicast Address Emulation/Application boundary bind address and NEM send address
Port UDP port

2.2 Transport Daemon

Emulation/Application boundary components are responsible for transferring data between the emulation
and application domains®. The top of every emulation stack (NEM) is connected to one side of its associated
emulation/application boundary instance. The other side of the emulation/application boundary instance in-
terfaces with the application domain. Data received from the application domain is transmitted opaquely to
the boundary’s respective NEM for OTA message processing. The emulation boundary is the only EMANE
component aware of the exact format of the application domain data. Along with the opaque data, the
boundary component supplies the destination address, either a unicast or broadcast NEM identifier, to the
NEM stack. This decoupling of application domain data knowledge from the emulation functionality allows
NEMs to be used in conjunction with various types of networks, for example, IP and non-IP based networks.
EMANE boundary components may or may not be designed to inter-operate with other dissimilar boundary
components in the same experiment.

Emulation/Application boundary components are created and managed by a Transport Daemon. Bound-
aries managed by the same Transport Daemon are referred to as being part of that Transport Daemon.
The Transport Daemon can instantiate one or more emulation/application boundaries based on an XML
configuration file. The Transport Daemon application is named emanetransportd and the Transport Dae-
mon configuration file is referred to as the Transport Daemon XML. There is nothing explicitly related to
centralized, distributed, or hybrid EMANE deployments in the Transport Daemon XML. Listing 2.7 shows
the man page entry for the emanetransportd application.

emanetransportd (1) emanetransportd (1)
NAME
emanetransportd - EMANE virtual interface transport
SYNOPSIS
emanetransportd [OPTIONS]... CONFIG_URI
DESCRIPTON
The emanetransportd application, also referred to as the Transport

Server, creates and manages one or more transports. Each transport is
connected to a respective NEM and is responsible for creating the net-
work application entry/exit point into/out of its respective NEM stack.

CONFIG_URI is the XML containing the transport daemon configuration.

OPTIONS

3The application domain refers to entities running during the experiment which are not part of EMANE. The application
domain includes, but is not limited to, user space processes, kernel space processes, network appliances or any other device,
system, or component that is not operating on behalf of or as part of EMANE.
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The following options are supported:
--help Display usage and exit

--version
Display version and exit

--loglevel [0,4]
Set the current application log level.
0 - No Logging
1 - Abort Level
2 - Error Level
3 - Stat Level
4 - Debug Level

--realtime
Run with realtime priority and SCHED_RR. Must have superuser
privledge.

--logserver DESTINATION:PORT
Enable remote logging and direct all logging messages to the
given endpoint.

--logfile FILE
Log to a file

--daemonize
Run EMANE in the background

--syslog
Log to syslogd

Listing 2.7: emanetransportd man page entry.

Chapter 11 Virtual Transport on page 125 will describe the Virtual Transport in depth, however, a basic un-
derstanding of this emulation/application boundary is necessary in order to proceed. The Virtual Transport
creates a virtual interface on the host machine that is used to route traffic into and out of the emulation
domain. In both the centralized and distributed example, node-1, node-2, node-3 and node-4 will each
have a virtual interface named emaneO that will be assigned the addresses 10.100.0.1/24, 10.100.0.2/24,
10.100.0.3/24 and 10.100.0.4/24, respectively.

The only difference between the Transport Daemon XML generated from Listing 2.2 and the XML gen-
erated from Listings 2.3, 2.4, 2.5, and 2.6, are the platformendpoint and transportendpoint parameter
values.

2.2.1 Centralized Deployment Example

Listing 2.8, 2.9, 2.10, and 2.11 show the Transport Daemon XML generated automatically from the NEM
Platform Server XML shown in Listing 2.2. Automatic XML configuration generation is described in Sec-
tion 5.2 Automatic XML Generation on page 45.

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="1">
<param name="transportendpoint" value="node-1:8301"/>
<param name="platformendpoint" value="node-server:8201"/>
<transport definition="transvirtual.xzml">
<param name="address" value="10.100.0.1"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.8: Transport Daemon 1 XML for NEM 1 from centralized NEM Platform Server XML Listing 2.2.



© W N O G W N e

BoR e
N B O

© 0N O G W N R

R e
N RO

© W N O O W N e

BoR e
N B O

© W N O O W N e

BoR e
N B O

2.2. TRANSPORT DAEMON 17

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="2">
<param name="transportendpoint" value="node-2:8302"/>
<param name="platformendpoint" value="node-server:8202"/>
<transport definition="transvirtual.xzml">
<param name="address" value="10.100.0.2"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.9: Transport Daemon 2 XML for NEM 2 from centralized NEM Platform Server XML Listing 2.2.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="3">
<param name="transportendpoint" value="node-3:8303"/>
<param name="platformendpoint" value="node-server:8203"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.3"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.10: Transport Daemon 3 XML for NEM 3 from centralized NEM Platform Server XML Listing 2.2.

<?7xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="4">
<param name="transportendpoint" value="node-4:8304"/>
<param name="platformendpoint" value="node-server:8204"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.4"/>
<param name="mask" value="255.255.256.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.11: Transport Daemon 4 XML for NEM 4 from centralized NEM Platform Server XML Listing 2.2.

2.2.2 Distributed Deployment Example

Listing 2.12, 2.13, 2.14, and 2.15 show the Transport Daemon XML generated automatically from the NEM
Platform Server XML shown in Listing 2.3, 2.4, 2.5, and 2.6, respectively.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="1">
<param name="transportendpoint" value="localhost:8301"/>
<param name="platformendpoint" value="localhost:8201"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.1"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.12: Transport Daemon 1 XML for NEM 1 from distributed NEM Platform Server XML Listing 2.3.
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<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="2">
<param name="transportendpoint" value="localhost:8301"/>
<param name="platformendpoint" value="localhost:8201"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.2"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.13: Transport Daemon 2 XML for NEM 2 from distributed NEM Platform Server XML Listing 2.4.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="3">
<param name="transportendpoint" value="localhost:8301"/>

<param name="platformendpoint" value="localhost:8201"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.3"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.14: Transport Daemon 3 XML for NEM 3 from distributed NEM Platform Server XML Listing 2.5.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transportdaemon SYSTEM "file:///usr/share/emane/dtd/transportdaemon.dtd">
<transportdaemon>
<instance nemid="4">
<param name="transportendpoint" value="localhost:8301"/>

<param name="platformendpoint" value="localhost:8201"/>
<transport definition="transvirtual.xml">
<param name="address" value="10.100.0.4"/>
<param name="mask" value="255.255.255.0"/>
</transport>
</instance>
</transportdaemon>

Listing 2.15: Transport Daemon 4 XML for NEM 4 from distributed NEM Platform Server XML Listing 2.6.

2.3 Demonstrations

The following demonstrations were designed to re-enforce the material covered in this chapter. Deploy and
review each demonstration.

2.3.1 Demonstration 1

This demonstration deploys a four node centralized Bypass NEM emulation experiment illustrated in Fig-
ure 2.4. The goal of this demonstration is to become familiar with the basic EMANE components in a
centralized deployment.
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Figure 2.4: Demonstration 1 - Four node centralized Bypass NEM deployment.

2.3.1.1 Demonstration Procedure

1. Review the Demonstration 1 platform XML using your favorite editor.

[emane@emanedemo ~] cd /home/emane/demonstration/1
[emane@emanedemo 1] less platform.xml

2. Deploy the demonstration.

[emane@emanedemo 1]$ sudo ./lxc-demo-start.sh
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3. Open the OLSR Link Viewer application to monitor the emulated network. From the top panel select
OLSR Link Viewer from the launcher to the right of the Firefox launcher.

4. Connect to virtual node-1.

[emane@emanedemo 1]$ ssh node-1

5. Review the running processes.

[emane

PID
1

6

13
16
17
19
20
80

@node-1 ~1$ ps ax

TTY STAT TIME
? S+ 0:00
? S1 0:00
? Ssl 0:00
7 Ss 0:00
? S 0:00
? S 0:00
pts/0 Ss 0:00
pts/0 R+ 0:00

COMMAND

/usr/1lib/lxc/lxc-init -- /tmp/lxc-node/1/1/init.sh -s 11:29:
emanetransportd -r -d /home/emane/demonstration/1/transportdaem
/usr/sbin/olsrd -f /home/emane/demonstration/1/routingl.conf
/usr/sbin/sshd -o PidFile=/tmp/lxc-node/1/1/run/sshd.pid

sshd: emane [priv]

sshd: emane@pts/0

-bash

ps ax

6. Review node-1’s network interface configuration.

[emane
bmfO

emane0

@node-1 “]$ ifconfig

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00

inet addr:10.100.

0.1 P-t-P:10.100.0.1 Mask:255.255.255.255

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 02:02:00:00:00:01

inet addr:10.100.
inet6 addr: fe80:

0.1 Bcast:10.100.0.255 Mask:255.255.255.0
:2:ff:£e00:1/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:62 errors:0 dropped:0 overruns:0 frame:0
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TX packets:21 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:5284 (5.1 KiB) TX bytes:1794 (1.7 KiB)

ethO Link encap:Ethernet HWaddr 02:01:00:00:00:01
inet addr:10.99.0.1 Bcast:10.99.0.2556 Mask:255.255.255.0
inet6 addr: fe80::1:ff:fe00:1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:186 errors:0 dropped:0 overruns:0 frame:0
TX packets:129 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:21057 (20.5 KiB) TX bytes:18923 (18.4 KiB)

7. Review node-1’s routing table.

[emane@node-1 ~]$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.99.0.0 0.0.0.0 2565.2565.255.0 U 0 0 0 ethO

10.100.0.0 0.0.0.0 255.255.255.0 U 0 0 0 emane0
10.100.0.2 0.0.0.0 255.255.255.255 UH 1 0 0 emaneO
10.100.0.3 0.0.0.0 255.255.255.255 UH 1 0 0 emaneO
10.100.0.4 0.0.0.0 255.255.255.255 UH 1 0 0 emane0
224.0.0.0 0.0.0.0 240.0.0.0 U 0 0 0 bmf0

8. Ping another radio using the radio-NEMID host naming convention.

[emane@node-1 ~1$ ping -c 5 radio-2

PING radio-2 (10.100.0.2) 56(84) bytes of data.

64 bytes from radio-2 (10.100.0.2): icmp_req=1 ttl=64 time=0.745 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=2 ttl=64 time=2.64 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=3 ttl=64 time=3.94 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=4 ttl=64 time=1.69 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=5 ttl=64 time=3.32 ms

--- radio-2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4008ms

rtt min/avg/max/mdev = 0.745/2.471/3.946/1.141 ms

9. Disconnect from node-1.

[emane@node-1 ~]$ exit
logout
Connection to node-1 closed.

10. Stop the demonstration.

[emane@emanedemo 1]$ sudo ./lxc-demo-stop.sh

2.3.1.2 Concept Review

1. What are the EMANE components associated with this deployment type?
Why was the OTA Manager Channel disabled for this demonstration?
What can be deduced from setting the Event Service device to 1o?

What are the implications of not specifying the Event Service device?

oL N

Redeploy the demonstration and shutdown the NEM Platform Server. What happens when you ping
another radio? Why?

[emane@emanedemo 1]$ sudo ./lxc-demo-start.sh
[emane@emanedemo 1]$ sudo killall -QUIT emane
[emane@emanedemo 1]$ ssh node-1

[emane@node-1 ~]1$ ping -c 5 radio-2
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2.3.2 Demonstration 2

This demonstration deploys a four node distributed Bypass NEM emulation experiment illustrated in Fig-
ure 2.5. The goal of this demonstration is to become familiar with the basic EMANE components in a
distributed deployment.

Virtual  virtual Virtual Virtual
Transport Transport Transport Transport
node-1 node-2 node-3 node-4
NEM 1 NEM 3 NEM 3 NEM 4

| I ——
Q@ e @

[ L ]
© CJ ( " ]

HE AR
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Figure 2.5: Demonstration 2 - Four node distributed Bypass NEM deployment.

2.3.2.1 Demonstration Procedure

1. Review the Demonstration 2 platform XML using your favorite editor.

[emane@emanedemo ~] cd /home/emane/demonstration/2
[emane@emanedemo 2] less platformil.xml
[emane@emanedemo 2] less platform2.xml
[emane@emanedemo 2] less platform3.xml
[emane@emanedemo 2] less platformé4.xml

2. Deploy the demonstration.
[emane@emanedemo 2]$ sudo ./lxc-demo-start.sh

3. Open the OLSR Link Viewer application to monitor the emulated network. From the top panel select
OLSR Link Viewer from the launcher to the right of the Firefox launcher.

4. Connect to virtual node-1.
[emane@emanedemo 2]$ ssh node-1

5. Review the running processes.

[emane@node-1 ~]$ ps ax

PID TTY STAT TIME COMMAND
17 S+ 0:00 /usr/lib/lxc/lxc-init -- /tmp/lxc-node/2/1/init.sh -s 14:11:
? S1 0:00 emanetransportd -r -d /home/emane/demonstration/2/transportdaem
11 7 S1 0:00 emane /home/emane/demonstration/2/platforml.xml -r -d -1 2 -f /
24 7 Ssl 0:00 /usr/sbin/olsrd -f /home/emane/demonstration/2/routingl.conf
27 7 Ss 0:00 /usr/sbin/sshd -o PidFile=/tmp/lxc-node/2/1/run/sshd.pid
28 7 S 0:00 sshd: emane [priv]
30 ? S 0:00 sshd: emane@pts/O
31 pts/0 Ss 0:00 -bash
91 pts/0 R+ 0:00 ps ax

6. Review node-1’s network interface configuration.
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[emane@node-1 ~1$ ifconfig
bmf0 Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.100.0.1 P-t-P:10.100.0.1 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

emaneO Link encap:Ethernet HWaddr 02:02:00:00:00:01
inet addr:10.100.0.1 Bcast:10.100.0.255 Mask:255.255.255.0
inet6 addr: fe80::2:ff:fe00:1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:62 errors:0 dropped:0 overruns:0 frame:0
TX packets:21 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:5284 (5.1 KiB) TX bytes:1794 (1.7 KiB)

ethO Link encap:Ethernet HWaddr 02:01:00:00:00:01
inet addr:10.99.0.1 Bcast:10.99.0.2556 Mask:255.255.255.0
inet6 addr: fe80::1:ff:fe00:1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:186 errors:0 dropped:0 overruns:0 frame:0
TX packets:129 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:21057 (20.5 KiB) TX bytes:18923 (18.4 KiB)

7. Review node-1’s routing table.

[emane@node-1 ~]$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.99.0.0 0.0.0.0 2565.2556.255.0 U 0 0 0 ethO

10.100.0.0 0.0.0.0 2565.2556.255.0 U 0 0 0 emane0
10.100.0.2 0.0.0.0 255.255.255.255 UH 1 0 0 emane0
10.100.0.3 0.0.0.0 255.255.255.255 UH 1 0 0 emane0
10.100.0.4 0.0.0.0 255.255.255.255 UH 1 0 0 emane0
224.0.0.0 0.0.0.0 240.0.0.0 Y 0 0 0 bmfO

8. Ping another radio using the radio-NEMID host naming convention.

[emane@node-1 ~]$ ping -c 5 radio-2

PING radio-2 (10.100.0.2) 56(84) bytes of data.

64 bytes from radio-2 (10.100.0.2): icmp_req=1 ttl=64 time=2.62 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=2 ttl=64 time=3.88 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=3 ttl=64 time=4.91 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=4 ttl=64 time=4.87 ms
64 bytes from radio-2 (10.100.0.2): icmp_req=5 ttl=64 time=1.61 ms

--- radio-2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4020ms

rtt min/avg/max/mdev = 1.610/3.582/4.916/1.293 ms

9. Disconnect from node-1.
[emane@node-1 ~]$ exit

logout
Connection to node-1 closed.

10. Stop the demonstration.

[emane@emanedemo 2]$ sudo ./lxc-demo-stop.sh

2.3.2.2 Concept Review

1. What are the EMANE components associated with this deployment type?
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2. Why was the OTA Manager Channel enabled for this demonstration?
3. Why was the Event Service device set to eth0?
4. What are the implications of not specifying the OTA Manager Channel device?

5. When is it possible to use localhost for the platformendpoint and transportendpoint parameters?
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Chapter 3

Network Emulation Modules

A Network Emulation Module (NEM) is a logical component that encapsulates all the functionality neces-
sary to emulate a particular type of network technology. EMANE supports two types of Network Emulation
Modules: structured and unstructured.

A structured NEM is a component stack composed of a Physical (PHY) Layer implementation, a Medium
Access Control (MAC) Layer implementation and zero or more Shim Layer implementations. Listing 3.1
shows the structured NEM definition of an IEEE 802.11abg NEM.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE nem SYSTEM "file:///usr/local/share/emane/dtd/nem.dtd">
<nem name="IEEE 802.11 NEM">

<mac definition="ieee8021labgmac.xml"/>

<phy definition="universalphy.xml">

<param name="subid" value="1"/>

</phy>

<transport definition="transvirtual.xml"/>
</nem>

Listing 3.1: Structured IEEE 802.11abg NEM definition.

An unstructured NEM is a component stack composed of zero or one PHY Layer implementation, zero or
one MAC Layer implementation and zero or more Shim Layer implementations. Listing 3.2 shows the un-
structured NEM definition of a Comm Effect NEM. From an instantiation point of view, the main difference
between the two NEM Layer types, besides the number of layers, is that internal NEM definition verification
checks are relaxed when unstructured NEMs are built.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE nem SYSTEM "file:///usr/share/emane/dtd/nem.dtd">
<nem name="COMMEFFECT NEM" type="unstructured">
<shim definition="commeffectshim.xml"/>
<transport definition="transraw.xml"/>
</nem>

Listing 3.2: Unstructured CommEffect NEM definition.

Once instantiated, NEM component layers are configured and then connected to the layer immediately above
and below. NEM layers communicate with each other using a generic message passing interface. Each layer
is capable of communicating cross-layer control messages and OTA messages with their neighboring layers
(See Figure 3.1). Examples of cross-layer messages include: per packet RSSI, carrier sense, and transmission
control messages. Each layer has the capability to generate OTA messages for communication with their
respective layer counterparts contained in different NEMs. Layers may also append and strip layer specific

25
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headers to OTA messages.

Ethernet Frame Ethernet Frame

Actual
Data Flow

OTA Data | ‘! rass-Layer

NEM v

/

oTA | om - oTA

Figure 3.1: NEM Stack with Boundary and OTA connections (Left). NEM Stack showing physical and logical communication
paths (Right).

The term upstream is used in EMANE to describe the path from OTA transmission up the NEM Layer stack
to the application domain. The term downstream is used to describe the path from the application domain
down the NEM Layer stack towards OTA transmission.

3.1 Defining an NEM

The Bypass NEM used in both the centralized and distributed emulation experiments presented in Chap-
ter 2 Infrastructure Basics on page 7 is composed of two EMANE components: Bypass MAC Layer and
Bypass PHY Layer.

An NEM component layer composition is defined using an XML configuration file. Listing 3.3 shows the
Bypass NEM definition. An NEM layer stack is represented using <mac>, <phy>, <shim> and <transport>
XML elements. Each element has a mandatory definition attribute which references the XML configura-
tion associated with the respective component layer.

All NEM definitions are subject to the following rules which are enforced by the EMANE NEM DTD:

1. The order in which child elements are listed within the <nem> definition block corresponds to the order
the plugin layers will be connected once instantiated, with the exception of the <transport> element.

2. The first child element in the <nem> definition block is the most upstream non-transport layer.

3. The <transport> element must be the last child element in the <nem> definition block.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE nem SYSTEM "file:///usr/share/emane/dtd/nem.dtd">
<nem name="BYPASS NEM">
<mac definition="bypassmac.xml"/>
<phy definition="bypassphy.xml"/>
<transport definition="transvirtual.xml"/>
</nem>

Listing 3.3: Bypass NEM XML configuration.
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Line 4 of Listing 3.3 specifies the use of the MAC Layer defined in the bypassmac.zml file (See Listing 3.4).
Line 5 specifies the use of the PHY Layer defined in the bypassphy.zml file (See Listing 3.5). Line 6 specifies
the use of the transport defined in the transvirtual.zml file (See Listing 3.6).

<?7xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE mac SYSTEM "file:///usr/share/emane/dtd/mac.dtd">
<mac name="bypassmac" library="bypassmaclayer"/>

Listing 3.4: Bypass MAC XML configuration.

Line 3 of Listing 3.4 specifies the name of the MAC Layer, bypassmac and the name of the plugin to instan-
tiate, bypassmaclayer. In Linux and OS X the plugin name corresponds to a dynamic-link library named
libbypassmaclayer.so. In Win32 the plugin name corresponds to a dynamic-link library named libbypass-
maclayer.dll.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE phy SYSTEM "file:///usr/share/emane/dtd/phy.dtd">
<phy name="bypassphy" library="bypassphylayer"/>

Listing 3.5: Bypass PHY XML configuration.

Line 3 of Listing 3.5 specifies the name of the PHY Layer, bypassphy and the name of the plugin to instan-
tiate, bypassphylayer. In Linux and OS X the plugin name corresponds to a dynamic-link library named
libbypassphylayer.so. In Win32 the plugin name corresponds to a dynamic-link library named libbypassphy-
layer.dll.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE transport SYSTEM "file:///usr/share/emane/dtd/transport.dtd">
<transport name="Tap transport" library="transvirtual">
<param name="bitrate" value="0.0"/>
<param name="devicepath" value="/dev/net/tun"/>
<param name="device" value="emaneO"/>
</transport>

Listing 3.6: Virtual Transport XML configuration.

Line 3 of Listing 3.6 specifies the name of the emulation/application boundary, Tap transport and the name
of the plugin to instantiate, transvirtual. In Linux and OS X the plugin name corresponds to a dynamic-link
library named libtransvirtual.so. In Win32 the plugin name corresponds to a dynamic-link library named
libtransvirtual.dll.

3.2 Physical Layer

The primary function of the Physical Layer component within a wireless network emulation environment is
to accurately account for the key set of factors that impact the reception of data. In its simplest form, data
reception within the PHY is based on the Signal to Interference plus Noise Ratio (SINR) at the receiving
node. For most waveforms, slight variations in SINR (less than 1dB) can impact the receiver’s ability to
receive data as seen in Figure 3.2. These key factors for the PHY layer can be placed in two categories: 1)
factors that impact the receive signal and 2) factors that impact the interference and noise.

Key factors impacting receive signal are associated with signal propagation and antenna modeling. Signal
propagation models can be complex depending on many variables such as channel type (air-to-air, air-to-
ground, ground-to-ground), environment (urban, rural, foliage, blockage), atmosphere, refraction, etc. As
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Figure 3.2: IEEE 802.11 B Mode Packet Completion Rate.

such, high fidelity modeling of such effects is typically performed offline or using dedicated computing re-
sources and provided in realtime during emulation. Antenna effects such as pointing, gain patterns and
platform motion (yaw/pitch/roll) can also drastically alter the received signal. The ability to account for
things such as inaccuracies in directional antenna pointing or an aircraft rolling during a turn is critical for

accurate signal estimation.

The Noise and Interference piece of the SINR has two basic components: 1) receiver sensitivity and 2)
interference from both intentional and unintentional RF emitters. Receiver sensitivity is defined as the min-
imum input power at the receiver for (possible) successful data reception or the noise floor of the receiver
when there is no other interference. Any received signal with power less than the receiver sensitivity would
not be detected at the receiver. Receiver sensitivity is based on thermal noise power (dBm) and the Noise
Figure (dB) associated with the receiver. Thermal noise power, approximated as

—174 4 10log(bandWidth)

is a function of the receiver bandwidth as indicated in Table 3.1. The Noise Figure defines any additional
degradation of the signal caused by components within the RF signal chain of the receiver and as such will
reduce the receiver sensitivity. Typical radio receivers will have a Noise Figure of 4 to 6 dB.

Table 3.1: Thermal Noise as a function of receiver bandwidth.

Bandwidth | Thermal Noise Power | Description

1 MHz -114 dBm Bluetooth channel

2 MHz -111 dBm Commercial GPS channel

6 MHz -106 dBm Analog television channel

20 MHz -101 dBm WLAN 802.11 channel

40 MHz -98 dBm WLAN 802.11 40 MHz channel
1 GHz -84 dBm UWB channel
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Interference is defined as any additional RF energy within the RF spectrum of the receiver and can raise
the over all Noise Floor. The impact of RF interference from either intentional or unintentional (fratricide)
sources can be significant compared to effects on propagation from phenomena such as ducting, weather,
foliage, and others. As networks/systems become more complex and RF resources remain scarce, RF inter-
ference is a common occurrence rather than an anomaly and as such needs to be accounted for within the
emulation environment to properly assess overall network performance.

3.2.1 Supporting Heterogeneous Waveforms

In order to support experimentat